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Creating	a	Service	Aware	
Configuration	Management	
Database
Built	for	Cloud,	Optimized	for	Service

• Mike	Buckner,	IT	Operations	Management	Solutions	Architect

• ServiceNow |	The	Enterprise	Cloud	Company
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Service	Mapping	&	Discovery	Overview
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“I	can’t	tell	which	
systems	are	connected	

to	each	service”

Visibility	

“If	a	service	goes	
down,	I	can’t	find	the	
cause	of	the	outage”

Availability

“We	need	to	accelerate	
service	delivery,	while	
maintaining	quality”

Agility

Services	Top	of	Mind	with	CIOs	Everywhere
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Configuration	
Items

Infrastructure	
Discovery	&	
Mapping

Automated	
Horizontal	
Discovery

• Populates	the	CMDB	with	the	
current	state	of	the	
environment

• Pulls	in	detailed	CI	information	
about	all	of	your	IT	assets

• Accommodates	“real	time”	
state	changes	for	dynamic	
environments	such	as	VMware	
or	AWS

• Complements	service	
relationships	from	service	
mapping

Creating	a	Service	Aware	CMDB

Service	Map

Service	
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Automated
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Configuration	
Items

Infrastructure	
Discovery	&	
Mapping

Automated	
Horizontal	
Discovery

• Populates	the	the	CMDB	with	
complex	relationships	between	
CIs	automatically

• Builds	network	(L2	&	L3)	
relationships	between	CIs

• Automatically	discovers	
application	architecture	
constructs	such	as	load	
balancing	and	clusters

• Creates	a	tight	service-centric	
context	to	the	CIs	in	your	CMDB

Creating	a	Service	Aware	CMDB

Service	Map

Service	
Mapping

Email

Payroll E-Commerce

Automated
Top-Down

CMDB
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Traditional	Infrastructure	Discovery
Load	Balancers

Web	Servers

App.	Servers

Databases

Virtual	Servers

Servers
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Application	Dependency	Mapping	(Traditional	Discovery	cont.)
Load	Balancers

Web	Servers

App.	Servers

Databases

Virtual	Servers

Servers
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Service	Mapping	Provides	True	Business	Context
Load	Balancers

Web	Servers

App.	Servers

Databases

Virtual	Servers

Servers
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The	Service	Mapping	Process

• Entry	Point
– URL,	connection	parameters,	etc.

• Host	detection
– Connection	to	target	machine,	discovery	CI	information

• CI	Identification
– Identify	the	application	based	on	information	from	entry	point

• Connection	Discovery
– Discover	configured	connection	to	other	applications

Host	detection

CI	identification

Connection	Discovery

Entry	Point

Entry	Point	
Information
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Pattern	Based	Approach
• Service	Mapping	accomplishes	this	by	using	a	
simple	pattern	based	approach	to	mapping.

• Patterns	are	broken	up	into	two	sections:
1. Identification	– This	is	where	we	look	for	the	

application	signature.	It	can	be	as	simple	as	
checking	if	the	process	bound	to	the	port	
associated	with	our	entry	point	is	an	expected	
name	or	value	(e.g.	Apache	or	Tomcat).

2. Connectivity	– This	is	where	we	look	at	
configuration	files,	persistent	network	
connections,	or	any	other	forms	of	metadata	to	
understand	what	our	downstream	dependencies	
are.
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Pattern	Based	Approach
• Inside	each	of	these	sections	we	use	the	Pattern	
Designer,	a	simple	WYSIWYG	editor	to	build	
patterns	to	look	for	our	application	signature,	or	
to	parse	configuration	files	to	understand	
dependencies.

• No	programming	required,	just	an	
understanding	of	Windows,	Linux,	and	SNMP	
commands.
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MID	Server	Architecture

ServiceNow	Platform

ECC	Queue

Datacenter
(Physical/Virtual/Private/Public)

MID	Server

AMB HTTPS

ssh 10.0.10.123 'uname –a'

SSH
PowerShell
SNMP
SOAP/REST

JMS
Java
CIM
JDBC

Endpoints
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Host	Discovery	Process

ServiceNow	Platform

ECC	Queue

Datacenter
(Physical/Virtual/Private/Public)

MID	Server

AMB HTTPS

1. Scan: e.g. /24 Subnet
?SSH,	SNMP

WMI

SSH

SNMP

2. Classify: Windows/Linux?

3. Identify: Create/Update?

4. Explore: What do you do? 

Linux Solaris

Windows F5	LTM

Applications,	Services,

Volumes,	NICs,	Etc…
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Service	Discovery	Process

?
ServiceNow	Platform

Datacenter
(Physical/Virtual/Private/Public)

MID	Server

AMB HTTPS

1. Host Discovery

?2. Process Identification

3. Process Dependency

4. Rinse. Repeat.

ECC	Queue

? ?
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Service	Mapping	Outcomes

• Automatically	update	service	maps	
so	data	is	current	and	accurate

• Instantly	identify impact	of	
planned	changes	to	help	prevent	
issues

• Identify	unplanned	changes	to	
ensure	compliance

• Pinpoint root	cause of	service	
disruption	to	speed	time	to	
resolution
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Service-Aware	CMDB	Use	Cases
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1.	Business	Service	– Incident	&	Change	Impact	Analysis

• click	on	the	button	to	
see	the	relationships	
between	the	objects.

• For	any	change	request	for	the	
server	“pdssstdb2”….

• graphically	the	server	and	its	
relationship	to	configuration	
items	and	the	names	of	Related	
Business	Services.
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2.	Business	Service	– Detect	Changes	&	Incidents

• Ability	to	see	which	CIs	have	
approved	change	requests	
which	are	planned	to	happen	
in	the	future

• Identify	“unauthorized”	or	
Unplanned”	Changes”

• Integration	of	logged	
Incidents	to	CI’s
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3.	Business	Service	– Historical	Comparison	

• Compare	state	of	the	
Business	Service	over	time

• Identify	which	CI’s	has	
changed

• Specific	details	of	CI	
changes	(example	data)
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4.	Service	Mapping	+	Event	Management	=	Impact	Analysis

• Visually	see	specific	
server	on	which	the	
event	exist	from	Nagios,	
etc..	

• Dive	into	the	Business	Service	
by	“clicking”	on	red	box.		

• Specific	details	on	what	
triggered	alert/event
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5.	Business	Capability	Modelling

• Leverage	the	Business	Service	
and	Business	Service	Group	
constructs	to	model	your	
organizations	capabilities.

• cmdb_ci_service_group	parent

• cmdb_ci_service_group	children

• cmdb_ci_service_discovered	
(Service	Mapped	service)
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6.	Total	Cost	of	Ownership

• Allows	for	reports	to	be	
run	on	all	assets	in	a	
business	service	that	
have	a	cost	associated

• Custom	database	view	set	up	to	
allow	reporting	on	all	CI’s	that	
extend	from	‘hardware’
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6.	Total	Cost	of	Ownership

• Allows	for	financial	data	
to	be	leveraged	with	
ServiceNow	IT	Business	
Management	
capabilities

• Report	on	all	hardware	assets	
within	a	business	service
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6.	Service	Continuity

• By	automating	the	discovery	of	
all	the	components	within	a	
business	service,	we	can	start	to	
think	about	layering	different	
dimensions	of	data	on	top

• For	example,	pulling	in	all	the	
backup	information	and	storing	
historical	backup	state	with	the	
CI’s.

• We	can	then	report	and	
visualize	various	business	
continuity	metrics	at	the	
business	service	level.
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How	to	plan	for	a	Service	Mapping	
Deployment
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Understanding	Credentials
• As	agentless	forms	of	discovery,	both	Service	
Mapping	and	horizontal	discovery	require	
credentials	to	authenticate	against	the	
machines	in	your	environment.

• The	types	of	credentials	required	will	depend	
on	the	types	of	devices	you	are	looking	to	
discover	– However	there	is	no	magic	here,	
these	are	normal	protocols	everyone	should	
understand	and	be	familiar	with	today	e.g.	SSH,	
WinRM,	SNMP,	etc.

• We	do	not require	administrative	credentials	for	
most	devices.	Credentials	can	be	provisioned	
with	the	minimum	amount	of	access	required	
to	perform	the	role	of	discovery.
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MID	Server	Architecture	review

Network	
Devices

Windows
Server

Linux/Unix	
Server

Mid	Server

Customer	Network

HTTPS:443

Hypervisor
Storage
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Credential	Security
• Only	the	MID	server	communicates	with	target	devices
– No	inbound	connection	required

• MID	server	communication	to	server	is	outbound	and	always	encrypted
– Credentialed	access	to	individual	endpoints	->	No	agent	required

• Credentials	are	encrypted	on	the	ServiceNow	instance
– Downloaded	by	the	MID	server,	decrypted	in-memory	only
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Using	an	External	Credential	Store
• Some	customers	with	high	security	requirements	
simply	are	unable	to	put	any	credentials	inside	of	
ServiceNow.
• To	help	remedy	situations	like	these,	we	have	a	
framework	for	using	any	external,	on	or	off-prem	
external	store	a	customer	may	like.
• One	such	credential	store	we	have	out-of-the-box	
support	for	is	CyberArk.
• Using	an	external	credential	store	allows	the	
customer	to	authenticate	against,	and	map	their	
business	services	without	storing	any	credential	
information	in	the	ServiceNow	instance.
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Who	Owns	the	Credentials	in	my	Organization?
• In	a	large	organization	it	may	not	be	
obvious	which	teams	are	responsible	
with	helping	to	fulfil	the	requirements	
for	a	Service	Mapping	initiative.
• It	may	be	the	individual	team’s	
responsibility	to	provision	and	maintain	
access.	For	example	the	database	team	
may	be	responsible	for	access	to	
database	servers,	the	network	team	to	
network	devices.
• It	may	be	that	a	centralized	account	
access	&	security	group	own	the	
provisioning	and	maintenance	of	
accounts.
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Service	Mapping	is	a	Cross-Functional	Initiative
• Just	like	DevOps,	a	Service	Mapping	
initiative	requires	members	from	
multiple	teams	to	be	successful.
– Systems	Engineering
– Application	Owners
– Applications	Architects
– CMDB	Managers

• These	teams	all	play	an	important	
role	in	the	deployment	and	ongoing	
maintenance	of	a	service	aware	
CMDB
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Team	Roles	– Systems	Engineering
• System	Engineers	or	Systems	
Administrators	are	often	responsible	for	
the	hands	on	configuration	or	creation	of	
Service	Mapping	or	Discovery	patterns.
• While	building	patterns	does	not	require	
development	expertise,	it	does	require	
knowledge	of	Windows	and	Linux/Unix	
based	systems,	basics	of	networking,	and	
an	understanding	of	IT	infrastructure	in	
general.
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Team	Roles	– Application	Owners
• Application	owners	are	often	the	
consumers	of	a	Service	Aware	CMDB.	You	
can	often	think	of	them	like	product	
managers	– Ensuring	their	applications	are	
fulfilling	business	needs,	and	delegating	to	
the	appropriate	engineering	teams	for	
new	features,	or	fixing	defects.
• It’s	important	they	be	involved	so	they	can	
understand	the	immense	benefits	they	will	
gain	in	terms	of	process	improvement	
from	mapping	the	applications	they	are	
responsible	for.
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Team	Roles	– Application	Architects
• Application	Architects	are	perhaps	the	
most	important	role	in	a	Service	Mapping	
initiative.	It’s	the	application	architects	
that	have	designed	the	systems	that	are	
being	mapped.	
• They	understand	how	the	dependencies	
between	components	are	being	defined,	
what	technologies	are	in	use,	and	any	
other	idiosyncrasies	specific	to	the	
application	architecture.
• They	provide	input	and	guidance,	as	
needed,	to	the	Systems	Engineers	to	
build	and	design	reusable	patterns.
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Team	Roles	– CMDB	Manager
• Service	Mapping	is	a	CMDB	population	
tool	first	and	foremost.	The	types	of	CI’s	
and	CI	metadata	that	it	stores	are	varied	
and	complex,	allowing	for	a	robust	
service-aware	CMDB.
• It’s	critical	the	CMDB	Manager	
understand	the	changes	to	the	data	
model	that	Service	Mapping	provides,	so	
they	can	accurately	modify	any	ITSM	
processes	to	make	more	effective	use	of	
the	CMDB.
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Team	Roles	– Level	of	Involvement
• You	might	be	thinking,	“this	sure	seems	
like	a	lot	of	different	people	that	need	to	
be	involved	in	the	Service	Mapping	
initiative”.
• The	reality	is	each	of	these	team	
members	will	spend	vastly	different	
amounts	of	time	involved.	Some	for	as	
little	as	a	few	minutes	a	day,	or	per	
pattern/architecture.	

Hours	Spent	Per	New	Pattern

Systems	Engineer Application	Owner Application	Architect CMDB	Manager



©	2016	ServiceNow	All	Rights	Reserved 39Confidential

How	to	Operationalize	your	Service	
Mapping	Deployment
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Keeping	Your	Service	Maps	Up-To-Date

• Now	how	do	you	operationalize	the	
Service	Map?	We	need	to	ensure	re-
discovery	of	the	service	runs	as	often	as	it	
needed,	that	new	deployments	that	may	
introduce	changes	to	the	architecture	are	
accounted	for	in	patterns,	and	that	our	IT	
ops	and	application	owners	are	getting	
the	maximum	value	out	of	the	CMDB.

• You’ve	gathered	the	credentials,	amassed	
your	cross-functional	team	and	mapped	
your	first	business	service.	
• Congratulations!
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Keeping	Your	Service	Maps	Up-To-Date	– Discovery	Schedules
• The	default	mechanism	for	re-discovering	CI’s	in	ServiceNow	is	Discovery	Schedules
• Discovery	schedules	allow	you	to	create	a	user-defined	schedule	of	when	re-discovery	
occurs.	
• How	often	you	do	re-discovery	will	likely	depend	on	your	organization’s	use	cases,	and	
what	your	tolerance	for	staleness	is.
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Keeping	Your	Service	Maps	Up-To-Date	– On	Demand	Discovery
• While	Discovery	Schedules	are	the	default	mechanism	for	keeping	Service	Maps	up	to	
date,	there	is	nothing	stopping	an	operator	from	running	an	ad-hoc	discovery	of	a	
business	service	at	any	time	(assuming	they	have	the	appropriate	permissions).
• This	may	be	useful	if	an	IT	Operator	is	about	the	begin	troubleshooting	a	problem	and	
wants	to	ensure	they	have	the	most	accurate,	up	to	date	information	about	the	
business	service.
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Keeping	Your	Service	Maps	Up-To-Date	– APIs	and	Automation
• For	some	organizations	schedules	and	ad-
hoc	discovery	are	not	enough	to	ensure	
that	Service	Maps	are	up	to	date.
• Perhaps	you	are	developing	a	brand	new	
CloudNative application	on	AWS	and	are	
leveraging	things	like	auto-scaling.
• You	can	leverage	the	ServiceNow	APIs	to	
programmatically	discover	or	re-discover	a	
business	service,	should	you	have	a	use	
case	that	requires	that	level	of	
automation.
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Making	Service	Mapping	Part	of	your	SDLC
• Keeping	Service	Maps	up	to	date	is	only	½	
the	battle,	we	also	need	to	ensure	that	
newly	provisioned	services	and	
applications,	as	well	as	major	
architectural	changes	to	existing	services	
are	captured.
• These	types	of	changes	may require	new	
Service	Mapping	patterns	to	be	
developed,	or	existing	patterns	to	be	
modified.
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Making	Service	Mapping	Part	of	your	SDLC
• If	we	visualize	a	typical	enterprise	Software	Development	Lifecycle	it	becomes	easier	to	
see	where	we	may	want	to	put	stopgaps	to	ensure	that	new	Service	Mapping	patterns	
are	developed,	or	existing	ones	modified
• Where	your	organization	decides	to	perform	that	action	is	up	to	you,	but	we	think	that	
the	QA	function	ties	in	very	closely	to	Service	Mappings	goals	and	values.
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Service	Mapping	Attestation
• Being	a	prescriptive	approach	to	application	
dependency	mapping	– Meaning	that	we	
are	writing	and	modifying	patterns	to	tell	
Service	Mapping	how	to	discover	our	
architectures,	it’s	important	to	ensure	that	
the	maps	accurately	depict	said	
architectures.
• This	is	a	critical	piece	to	completing	a	service	
mapping	initiative,	whether	it’s	the	first	map	
in	your	organization,	or	the	50th.	
• This	is	something	your	team’s	application	
architects	can	help	you	with,	as	they	are	the	
ones	most	intimately	familiar	with	it.



©	2016	ServiceNow	All	Rights	Reserved 47Confidential

Thank	you



Taking	Your	Service	Management	
To	The	Next	Level!

JOHN DOE

2016
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Expertise

Quick-Start Solutions: Rapid Service Mapping Factory, Rapid Discovery, CMDB, Asset, MOM 

CMDB Asset MgmtService Mapping Event MgmtSoftware License 
Compliance

Formerly known as Configure Consulting, ConfigureTek is a full-service technology provider empowering
IT Operations organizations with the efficiency, stability, and top performance in the delivery of business
services in just weeks instead of years.
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Service Mapping Factory - Methodology
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Service Mapping Accelerators

Lifecycle

Service Mapping Lifecycle 
Tracking. A proven and 

repeatable methodology for 
tracking your organization’s 
service mapping lifecycle.

Questionnaire

Automated SME questionnaire 
distribution. Pre-created in-tool 
questionnaires to enable your 

service and app mapping project.

Attestation

Pre-configured SME validation 
and verification workflow for 

service mapping projects.

Dashboard

Track and visualize your 
organization’s service mapping 

progress.

Reporting

Track and visualize completed 
and pending attestation to 
accelerate service mapping.
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Implementation Accelerators

• Pre-engagement check list for infrastructure, access, security
• Pre-engagement guidelines on architecture, sizing, security
• Pre-engagement credential requirements guidelines
• Auto discovery best practices guidelines
• Pre-configured auto discovery packaged modules
• Service Mapping tracker for mass mapping projects
• Service Mapping pre-configured questionnaires for SME input
• Sample and template project plans for quick enablement
• Training courses designed for customers to achieve quick ROI
• Pre-configured templates for post-engagement documentation

ConfigureTek enables turnkey implementations 
and instant ROI by providing pre-configured 

accelarator collateral.

Pre-Configured Collateral

AWARD WINNER
Solution Growth Partner
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Pending 
Questionnaire

Questionnaire 
Received RetiredNot 

ApprovedApprovedPending 
Sign-off

Mapping in 
Progress

Workflow Automation
Automatic tasks 
automation to progress 
through the lifecycle.

Bottleneck Resolution
Automated bottleneck 
resolution and escalation 
algorithm.

Task Assignment
Automatic task assignment 
to SMEs and App Owners

Service Mapping Lifecycle & Progress Tracking
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Approval Queue by Biz Owner

Service Mapping Approvals, Bottlenecks, & Escalations
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Why ConfigureTek

Sales

RFPs, Sales, Demos, POVs, POCs, 
Business cases, Proposals

Implementations

SOWs, Best practices, Accelerators, 
Project plans, Architecture, Security

Administration & Staffing

Administration of ITOM, Staff 
Augmentation

Knowledge & Expertise

Strong team of engineers, 
consultants, sales, and marketing
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